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Abstract. The aim of this paper is to give an overview of the most
classical definitions of fairness in exchange protocols. We show the evo-
lution of the definition, while putting forward that certain definitions are
rather vague or too specialized. We propose a structured and generalized
definition of fairness and of the security of exchange protocols.

Keywords: security protocols, fairness, exchange protocols, fair exchange,
security properties.

1 Introduction

With the growth of open networks in general and the Internet in particular, many
security related problems have been identified and solutions have been proposed.
Applications in which the fair exchange of electronic items between users is
required are becoming more frequent. Payment systems, electronic commerce,
certified e-mail and contract signing are classical examples in which fairness is a
relevant security property. Informally, an exchange protocol is said to be fair if it
ensures that during the exchange of the items, no party involved in the protocol
can gain a significant advantage over the other party, even if the protocol is
halted for any reason.

This paper addresses the problem of defining fairness. In the literature, one
finds many different definitions of fairness. Some are too vague (such as for
example the informal definition above), and some are too constraining. One
important problem is due to the fact that the word “fairness” has several usual
interpretations in the current language. These interpretations are often distinct
from the definition needed in the context of exchange protocols.

Another problem is the excessive use of the fairness property in computer secu-
rity. If fairness may be sound in the theoretical study of exchange protocols, its



practical necessity must be argued depending on the actual situation. To carry
out a protocol respecting fairness requires the set up of security mechanisms that
may sometimes be rather heavy. It results in an increase of computations and/or
communications. It can on occasion be more realistic, in practice, to envisage
mechanisms that manage the problems potentially occurring during an exchange
separately from the exchange protocol itself. For example, in an exchange of low
value electronic information against payments, in case of an unfair situation the
seller could accept the loss or he can lodge a complaint against the buyer. In
this paper we will focus on theoretical aspects of fairness in exchange protocols.

The majority of publications on fair exchange assume the existence of a trusted
third party (TTP) in the protocol. Independently of how the TTP is involved
in the protocol, its main role is to resolve the problems that may occur between
the involved parties.

Some protocols [11,17,32] use a TTP to store the details of the transaction
in order to help to successfully complete an exchange. As the TTP is actively
involved in the protocol, this approach considerably reduces the efficiency of the
exchange. To remedy this shortcoming, independently Micali [22] and Asokan
et al. [1,4] proposed a solution that avoids the presence of the TTP between
the parties. They proposed not to use the TTP during the transaction when the
parties behave correctly and the network functions, but to invoke the TTP to
complete the protocol in case of problems with one of the parties or the network.
Such protocols are said to be optimistic.

Fair exchange protocols without TTP have also been proposed [9, 20,27, 28].
However the last two are based on an unpractical definition of fairness (as we
will see below) and the others adopt a probabilistic approach towards fairness.

Independently of the way a TTP is (or is not) used, several categories of exchange
protocols exist, depending on the information to be exchanged:

— electronic purchase of digital goods: exchange of an electronic item against
an electronic payment (issued by the client)

— digital contract signing: exchange of signatures on a given electronic docu-
ment

— non-repudiation protocol: exchange of an electronic item and its proof of
origin against a proof of receipt

— certified e-mail: exchange of an electronic message against a proof of receipt’

— barter: an electronic item of value is exchanged against another electronic
item of (similar) value

The existence of different categories is responsible for some exotic definitions of
fairness. We also note that two-party fair exchange protocols and multi-party

L A difference between non-repudiation protocols and certified e-mail protocols is that
in the latter the recipient of the message should not know the sender’s identity when
deciding to accept the message or not [19]. Moreover, non repudiation of origin may
not be required in certified e-mail.



fair exchange protocols have often different fairness definitions (partially due to
different topologies used in the multi-party case) [2,7,13].

In this paper we defend the point of view of a unified definition of fairness, what-
ever the underlying exchange protocol or formalism may be. We put ourselves in
a theoretical context where fairness is always needed and propose a generalized
definition of fairness and of the security of an exchange protocol. Our defini-
tions aim to capture what a given property provides, and not how it is provided.
To quote Roscoe [24], we avoid “intensional definitions”, which are related to
a sequence of actions that must (or must not) happen in a given order, for a
property to hold. Intensional specifications are useful in formal verification as
they capture the way the protocol designers have foreseen the protocol execution
(and therefore, we do not criticize them) but are not general enough to give a
general definition of a concept such as fairness.

In this vein, when examining the statement that “no party has an advantage”
we will distinguish between the aspects of an exchange the advantage could
apply to, but we will not examine how this advantage could be measured. We
warn the readers who expect to find formalized definitions that they will be
disappointed, but disappointed for a reason. There are different views of what
constitutes an advantage and we have to be able to differentiate these aspects and
define them informally but clearly before choosing a particular formalism. The
formalism would explain what is meant by gaining information (implying some
interesting views, as those proposed in [18,25]). There can again be different
formal definitions of “gaining information”. We would like to stress that an
informal analysis of security properties is essential before properties are being
formalized. The goal is to promote a clear informal understanding of fairness to
be able to compare different formalisms.

In the next section, we survey and discuss some of the more classic fairness defi-
nitions found in the literature. In the third section, we propose a consistent and
modular definition of the security of an exchange protocol, where fairness is one
of the properties needed. We point out the necessity of other important prop-
erties like timeliness, viability and non-repudiability in this security definition.
We conclude in the last and fourth section.

2 Evolution of the fairness definition

2.1 Historical definitions

Although the relevance of fairness has been well appreciated since the early
1980s, the first propositions of a fairness definition corresponding to practical
solutions were expressed in terms of computing power. The protocols exchanged
information piece by piece and it was required that the computational effort
required from the parties to obtain each others remaining information should be
approximately equal at any stage during the execution of the protocol.



Even et al. [12] proposed a classical definition of fairness in the framework of
contract signing, called “concurrency”: if one party X executes the protocol prop-
erly, then his counterpart Y cannot obtain X ’s signature to the contract without
yielding his own signature to it. Unfortunately, they did not propose a solution
respecting this definition. In order to solve the exchange problem they introduced
a weaker definition, called “approximate-concurrency”: if one party X executes
the protocol properly then with very high probability, at each stage during the
execution, X can compute his counterpart’s signature to the contract using ap-
proximately the same amount of work used by Y to compute X’s signature to the
contract. This is what we call the computational approach towards fairness.

It was rapidly accepted that requiring an equal, equivalent or even related?
computing power between the communicating parties is not reasonable.

An important evolution was the probabilistic approach not requiring equivalent
computing power, first proposed by Ben Or et al. [8] in the contract signing
framework. They defined probabilistic fairness in the following way: a party is
privileged when s/he is capable of causing the judge to rule that the contract is
binding on both parties; a contract signing protocol is (v,e)— fair for a party A
if the following holds for any contract C' when A follows the protocol properly: at
any step of the protocol, in which the probability that another party B is privileged
18 greater than v, the conditional probability that A is not privileged given that B
is privileged is at most €. € denotes an upper bound on the probability that one
party is not privileged given that the other is privileged.

Protocols based on this last definition are traditionally implemented by succes-
sive rounds during which, in turn, a party is privileged whereas the other is not.
This yields a situation that could be considered unfair (in the common sense). In
our eyes, the fact that the entities are privileged in turn is not unfair. It would
be unfair if one party were able to prove that the other party is linked alone to
the contract.

Putting aside these historical definitions, the actually most widely accepted def-
inition of fairness [3,4,6,12,16,26,29,31] describes fairness in relation to the
end of the exchange protocol run: at the end of the exchange protocol run, either
all involved parties obtain their expected information or none of them receives
anything. We consider this definition to be, almost, the most suitable one?.

2.2 Definitions with ballast

There are many recent definitions of fairness that include additional properties
in the basic definition. Often, fairness definitions describe the mechanisms nec-

2 Where the computing power ratio between two communicating parties is known and
fixed.

3 Moreover, this definition can easily be adapted in a probabilistic context: at the
end of the exchange protocol run, there has to be an overwhelming probability that
either all involved parties obtain their expected information or none of them receives
anything.



essary to realize fairness in particular cases. The definition is not only based on
what is fairness but rather on how to obtain it.

Digital contract signing

In the context of digital contract signing, Asokan et al. [5] specify by the means
of a game that an exchange protocol for signatures is not fair if a malicious entity
can exchange an invalid signature against a valid one. Although the definition is
appropriate, a general definition of fairness should not be based on such specific
concerns (even if the proposed definition is always true in the framework of
digital contract signing). We believe that a general definition of fairness can
be expressed such that all exchange types are covered. The way followed to
obtain fairness depends on the context: for digital contract signing protocols,
the security of the signature is an important part but this aspect has to be
developed in the security proof of the protocol and not in the fairness definition.

Garay et al. [15] specify that an optimistic contract signing protocol is fair if:

1. 1t is impossible for a corrupted participant to obtain a valid contract without
allowing the remaining participant to also obtain a valid contract

2. once a correct participant obtains a cancellation message from the TTP, it
is impossible for any other participant to obtain a valid contract

3. every correct participant is guaranteed to complete the protocol.

The restriction on the cancellation message (the second rule) seems too restric-
tive. Indicating that a party, having carried out a cancellation, should not take
the risk to continue the protocol is a part of the protocol’s description: the
specification of the behavior of the parties implied in the protocol belongs to
its description and should not belong to the fairness definition. Moreover, as
cancellation is specific to optimistic protocols, we would have different fairness
definitions depending on the TTP’s involvement.

Note that the cancellation (or abort) token is produced during an optimistic
protocol to inform the party asking for a cancellation that the TTP will no
longer accept recovery requests during this protocol run. This cancellation token,
issued during an abort protocol, is necessary to ensure timeliness (which will be
clearly defined in the third section). The timeliness property is respected if the
parties always have the ability to reach, in a finite amount of time, a point in
the protocol where they can stop the protocol while preserving fairness.

The third rule talks about the ability to complete the protocol. If the guarantee to
complete a protocol is related to the fact that a way to securely end the protocol
(with or without a completed exchange) must exist, then this corresponds to
the timeliness property we just discussed. Otherwise, if completing the protocol
is related to the fact that the exchange succeeds, this is the viability property.
A protocol is viable if the exchange always succeeds when the involved parties
behave honestly (i.e. follow the protocol). Viability differs from fairness and is
more difficult to obtain in practice, because the success of the exchange does



not depend only on the honesty of the parties but also on the quality of the
underlying network.

In [23], Pfitzmann et al. say that a contract signing scheme is called fair if it
fulfills the following requirement:

1. correct execution

2. unforgeability of contracts

3. werifiability of valid contracts (a signed contract cannot be invalidated)

4. no surprise with invalid contracts (a rejected contract — no party had signed
it — cannot be declared signed)

5. termination on synchronous network (the protocol ends after a finite amount

of rounds)
6. termination on asynchronous network (after a time-out or a user’s manual
input, the protocol ends after a fixed time)

The first rule is related, if no time-out is used, to the viability property, which
is distinct from fairness.

The second, third and fourth rules are specific to digital contract signing. As
these rules apply to any contract signing protocol, these definitions could be
considered as extensional specifications of a contract signing protocol. In [23],
these statements are defined in terms of precise inputs and outputs of the pro-
tocol and in terms of execution of subprotocols show and sign*. Such definitions
refer to the machinery of contract signing.

The fifth and sixth rules are related to the timeliness property, which is also
distinct from fairness.

Of course, it may be the case that in certain formalisms it is quite difficult to
state extensional definitions.

Fair exchange

Vogt et al. [29] proposed to split the definition of fairness into two aspects: the
participation of a “faulty” entity is or is not needed when the TTP is requested
to help finishing the protocol. Again, this approach described how fairness is
obtained. We emphasize once more that when defining fairness it is necessary to
focus on what is fairness and not on how to obtain it.

Franklin et al. [14] said that at the end of the fair exchange the following must
be true:

1. if A, B, and the TTP are honest, A learns B’s information and B learns A’s
information;

4 For example, in the fairness definition [23], the statement “Verifiability of valid con-
tracts” is defined by “If a correct signatory, say A, outputs (signed,C,tid) and
later executes “show” on input (show,tid) then any correct verifier will output
(signed, C, tid) for any C”



2. if A and the TTP are honest then B does not learn anything about A’s
information unless if A learns B’s information;

3. if B and the TTP are honest A does not learn anything about B’s information
unless if B learns A’s information;

4. if A and B are honest then the TTP does not learn anything about A’s and
B’s information.

Again, the first property is the viability property. The fourth property is about
confidentiality with regard to the TTP. This is not needed in fairness but is due
to the context of key exchanges of their paper.

2.3 Vague definitions

Zhou et al., in the context of non-repudiation protocols [30,32-34], define fairness
as follows: a non-repudiation protocol is fair if it provides the originator and the
recipient with valid irrefutable evidence after completion of the protocol, without
gwing a party an advantage over the other at any stage of the protocol run.

Boyd et al. [10] propose a similar definition: an exchange protocol is fair if at no
point during the execution of the protocol either of the entities participating in
the exchange can gain any (significant) advantage over the other if the protocol
18 suddenly halted.

In both definitions the notion of advantage is not defined. These definitions seem
practically to exclude any protocol not offering a perfect symmetry (in terms of
knowledge and possibility of action). However such a definition is obviously not
formalizable and seems primarily related to the common acceptance of the word
fairness.

Moreover in the definition by Zhou et al., the first part of the definition imposes
viability, which is, in practice, rather unrealistic.

2.4 Weak fairness and transparent TTP

Asokan introduced [1] the notion of weak fairness in relation to protocols where
fairness can be broken in certain circumstances. In a weakly fair protocol, a
well behaving despoiled party is able, thanks to the help of the TTP to proof
his honesty to an external adjudicator. More precisely, if a party A does not
receive its expected item, it will be able to prove to an external adjudicator
that the other party received the item sent by A or is able to retrieve this item
without any further intervention from A. If the misbehaving party (who has not
provided his item) refuses to cooperate, the TTP will transmit to A an affidavit
in replacement of the missing information.

In practice, this property is interesting in protocols with a low weight TTP,
when it is more relevant to obtain affidavits produced by the TTP than the
expected low cost items. Note, that one also has to define dispute resolution



protocols, defining the way an adjudicator has to evaluate these affidavits, as
it is the case in non-repudiation protocols. Weak fairness shows an interesting
way of linking fairness and non-repudiation. Participants do not get a guarantee
that they will obtain the intended item, but at least they get a non-repudiation
evidence that the other party was involved in a particular run of the exchange
protocol. Weak fairness may also be interesting, in some circumstances, to allow
to achieve simultaneously some kind of fairness and timeliness. Therefore weak
fairness may be of practical interest.

Recent evolutions [5, 10, 15, 21] in optimistic exchange protocols with transparent
TTP, based on verifiable encryption and recoverable signatures, offer solutions
where it is possible to maintain “strong” fairness. In such optimistic protocols
the TTP is always able to retrieve the original expected information in case of
a problem, without needing the cooperation of the parties to enforce fairness.

Moreover, with such a transparent TTP, at the end of a protocol where the
exchange is realized, it is impossible to decide whether the TTP did intervene
in the protocol execution or not. As it is difficult to determine whether the TTP
was required during the protocol because of a dishonest party or because of a
network problem, a transparent TTP may be particularly relevant, for example,
in an electronic commerce environment.

2.5 Abuse-free digital contract signing protocols

Recently Garay et al. [15] introduced the notion of abuse-free digital contract
signing protocols. An optimistic contract signing protocol is abuse-free if it is
impossible for a single entity at any point in the protocol to be able to prove to
an outside party that he has the power to either terminate (abort) or successfully
complete the protocol.

The main protocol they propose consists of four steps. During the first part
of the main protocol (the first two steps) the parties exchange verifiable com-
mitments to signatures (called “private contract signatures”). The specificity of
these signatures is that only the intended recipient is able to verify whether the
verifiable committed signature he received can be transformed into universally
verifiable signatures by a TTP. Moreover, this recipient is not able to prove the
committed signature’s validity to any external parties. The second part of the
main protocol consists of the exchange of the universally verifiable signatures
on the contract. In case of problems, the entities can run a recovery protocol
with the TTP. The TTP will extract the universally verifiable signature from
the committed ones.

Hence, as only Alice, Bob and the TTP can verify the commitments, it is not
possible to prove to an external party that a protocol run has been engaged in.
Proving to an external party that a contract is going to be signed may be useful,
for instance, in a sale protocol, in order to make this external party increase his
offer.



Abuse-freeness is an interesting property. In our view, its most important feature
is that committed signatures are not universally verifiable.

Note that it is not sufficient to use non-universally verifiable committed sig-
natures to obtain abuse-free contract signing protocols. With a non-universally
verifiable signature only the expected recipient is able to verify the signature.
But this recipient should not be able to prove the validity of this signature to an
external party (for example thanks to an interactive proof of knowledge of the
secret he used to verify the committed signature or even by completely divulging
its secret).

However, if using a resilient network when communicating with the TTP (i.e. a
network where messages are delivered before a finite although unknown amount
of time), we are sceptic about the ability of a party to either terminate or suc-
cessfully complete the protocol. It is, in fact, rather easy for Bob to force the
termination of the protocol proposed in [15]. If he stops the protocol, the only
thing Alice can do is to launch an abort protocol. Forcing the successful comple-
tion of the protocol is harder: Bob needs to send a recovery request before Alice’s
abort request arrives at the TTP. We believe that it is rather difficult to block
messages on a resilient network. Hence, a race condition decides whether the
abort request or the recovery request first arrives at the TTP. This means that,
when using resilient channels, most of the optimistic contract signing protocols,
are actually abuse-free, as a race condition decides of the outcome of the pro-
tocol. Although the protocols may be abuse-free, with respect to the definition
given in [15], the fact that a party can prove to an outsider, that the protocol
has been engaged with a given party, before the final outcome of the protocol
is known, may be considered as a problem. This motivates the use of private
contract signatures, which overcome that problem. Also note that when all the
communication channels are synchronous (i.e. messages are delivered before a
finite and constant amount of time), which is not realistic in practice as the
transmissions are not controlled by race conditions anymore, private contract
signatures are indeed needed to ensure that the protocol is abuse-free.

3 A general and modular definition of the security of an
exchange protocol

In this section, we require the definition of an exchange protocol to explicitly
refer to the items the protocol participants want to exchange. The properties
following below are defined with respect to the items exchanged as referred to
in the exchange protocol definition.

As suggested in [15,16] we propose to speak about the security of exchange
protocols. However, we do not consider that non-repudiability or abuse-freeness
must imperatively be in the mandatory part of a definition of the security of an
exchange protocol.



We say that an exchange protocol is secure when it respects these three manda-
tory properties :

— viability: independently of the communication channels quality, there exists
an execution of the protocol, where the exchange succeeds.

— fairness: the communication channels quality being fixed, at the end of
the exchange protocol run®, either all involved parties obtain their expected
items or none (even a part) of the information to be exchanged with respect
to the missing items is received.

— timeliness: the communication channels quality being fixed, the parties
always have the ability to reach, in a finite amount of time, a point in the
protocol where they can stop the protocol while preserving fairness.

Moreover, a secure exchange protocol can respect some optional properties. For
example :

— non repudiability: it is impossible for a single entity, after the execution
of the protocol, to deny having participated® in a part or the whole of the
communication.

— abuse-freeness: it is impossible for a single entity at any point in the proto-
col to be able to prove to an outside party that he has the power to terminate
(abort) or successfully complete the protocol [15].

If we accept the common meaning of “fairness”, we can consider that this paper
deals with three different aspects of fairness:

— fairness, as defined, relating to the items exchanged during the protocol;

— fairness relating to the ability to determine the progress of the protocol,
called timeliness;

— fairness relating to the ability to make statements about the possibility to
determine the progress of a protocol, called abuse-freeness.

Although these three properties can be bound to the common meaning of the
word “fairness”, they are related to fairness at different levels and should not be
merged in one single definition. To avoid confusion, we prefer not to use the term
fairness when talking about timeliness or abuse-freeness and put the emphasis
on a modular and general definition.

To illustrate our concepts, consider the following classical protocol, described
in a very general way, where Alice exchanges an electronic item against Bob’s
digital signature on the publicly known description of the item:

5 It should be noted that the end of the exchange protocol run is not necessarily
related to the fact that the exchange succeeded.

6 Classical non-repudiation needs are non-repudiation of origin of a message and non-
repudiation of receipt of a message.



Main protocol:

1. B — A: committed signature (the TTP can open it without the help of B)
2. A — B:item
3. B — A: signature

Recovery protocol:

1. A— TTP: B’s committed signature and the item
2. TTP — A: B’s signature
3. TTP — B: A’s item

In the main protocol, Bob begins by sending to Alice his committed signature
on the item’s description. Alice cannot retrieve Bob’s final signature on the
description from the committed one, but we assume that she can verify the
correctness of the commitment (she is able to verify that the TTP will be able
to retrieve Bob’s final signature from the committed one). Then Alice sends to
Bob the expected electronic item. If the item corresponds to the description
expected by Bob, he sends to Alice his final signature on the item’s description.
This final signature can be considered as the confirmation that Bob has received
(or paid) Alice’s electronic item.

If Bob does not send his final signature at the third step of the main protocol,
Alice can initiate a recovery protocol with the TTP. She sends to the TTP Bob’s
committed signature and the item. The TTP verifies whether the committed
signature is valid and whether the signed description corresponds to the item
Alice sent. If all the checks hold, the TTP computes Bob’s final signature on the
description from the committed one and sends to Alice Bob’s final signature and
to Bob the item.

According to our definitions this protocol is fair. When Alice receives Bob’s
committed signature, either she sends to Bob the item and receives Bob’s item
during the main protocol, or she runs the recovery protocol and both of them
obtain their item by the mean of the TTP.

However, Alice can block the protocol after having received Bob’s committed
signature. If Alice, after having received Bob’s committed signature, suspends
her participation in the protocol, Bob cannot decide when to leave the protocol
in a fair way. As Bob cannot run the recovery protocol, Alice has always the
possibility, after Bob left the protocol, to run the recovery protocol. Therefore
Bob can never leave the protocol before receiving Alice’s item. Although fairness
is never broken, the timeliness property is not fulfilled.

The protocol is viable (the three steps of the main protocol make the exchange
happen) and fair, but does not respect timeliness. Hence, the protocol is not
secure’. We thus modify the protocol as follows (obtaining a protocol which is
an abstract version of the one proposed in [4]).

" With regard to the definitions proposed here, optimal efficiency of an optimistic
contract signing protocol [23] refers to secure protocols and not only fair protocols.



Main protocol:

. A — B: committed item

. B — A: committed signature (the TTP can open it without the help of B)
. A — B:item

. B — A: signature

=N

Recovery protocol:

1. Aor B — TTP: B’s committed signature and committed item
2. TTP — A: B’s signature
3. TTP — B: A’s item

With these modifications Bob has an advantage, as he can initiate the recovery
protocol right after having received the first message of Alice in the main pro-
tocol. Alice has to receive the second message of Bob to be able to do so. As
described, the protocol does not respect the timeliness property, because Bob can
temporarily suspend his participation in the protocol before deciding whether
to continue the main protocol (by sending his committed signature) or to initi-
ate the recovery protocol. So traditionally an abort protocol can be run by Alice.

Abort protocol:

1. A — TTP: abort request
2. TTP — A: abort confirmation
3. TTP — B: abort confirmation

The recovery protocol and the abort protocol are mutually exclusive and this
mutual exclusion is assured by the TTP.

The abort protocol can be used to prevent Bob to realize a recovery after having
received the first message of the main protocol. But if the main protocol is run
until its end, the exchange is achieved. If Alice executes the abort protocol after a
completed exchange, the exchange still holds. The goal of the abort protocol is to
ensure the timeliness property. An abort confirmation cannot cancel a successful
exchange.

Only Alice has the power to abort the protocol. If Bob wants the protocol to
be aborted he has to wait long enough after having received the first message of
the main protocol in order to force Alice to initiate the abort protocol. On the
other hand, although Bob cannot run the abort protocol, he can, in practice,
abort the main protocol (by stopping his participation) without informing Alice.
Whereas when Alice makes an abort, Bob is informed by the TTP. These are
not a security problem of the protocol but could be considered as unfair in the
common sense.

The definitions we propose are valid in a two party case or in a multi-party case.
We do not specify in our definitions from whom the information must come



and to whom it should be sent. The topology, which differentiates the various
multi-party exchange protocols, does not interfere here.

Similarly to the framework of digital contract signing protocols, a probabilistic
definition of fairness [20] exists in the context of non-repudiation protocols. An
exchange protocol is probabilistically fair if the communication channels quality
being fixed, at the end of the exchange protocol run, the probability that one
party obtains an expected information without providing his counterpart infor-
mation is negligible and can be parametrized. With such a definition, we are
able to design exchange protocols without TTP, which do not require equivalent
computing power among the parties.

4 Conclusion

We observed, in the literature on fair exchange protocols, that some definitions
of fairness include aspects specific to the application the exchange protocol is
intended for. Moreover, some definitions of fairness actually stipulate the way
fairness should be achieved. Such definitions provide an insufficient separation
between the specification of a protocol and the specification of the protocol goals.

We have proposed a unified definition of fairness, independent of the the un-
derlying exchange protocol, and a structured and generalized definition of the
security of exchange protocols, distinguishing between the aspects of viability,
fairness, and timeliness.

Finally, we have suggested how fairness, timeliness, and abuse-freeness could
be considered as capturing different aspects of the informal idea of “having no
advantage”.
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